
STILL MANAGING RISK WITH SPREADSHEETS?

SPREADSHEETS MIGHT BE YOUR BIGGEST RISK OF ALL
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“FOR LARGE SPREADSHEETS, THE QUESTION ISN’T WHETHER ERRORS EXIST; 
THE QUESTION IS HOW MANY ERRORS THERE ARE.” 
– Raymond R. Panko, Professor of IT Management, Shindler College of Business , University of Hawaii

The cost of spreadsheet errors can range from 

embarrassing to catastrophic – for finances as well as 

reputation. 

Something as simple as a missing minus sign, out-

of-place parenthesis or cut-and-paste error can have a 

billion-dollar impact. 

Yet spreadsheets remain the number-one tool for 

managing risk and compliance. 

Spreadsheets are easy to use, easy to modify and easy to 

share – so it’s no wonder they are universally loved. They 

quickly perform difficult calculations and are already right 

there on your computer. The familiar rows and cells and 

endless fonts and colors can make just about anything 

look great. 

Those good looks, however, can be deceiving. Hiding 

behind colored frames and intricate pivot tables often are 

a multitude of mistakes that can easily – and unknowingly 

– get passed on as fact. The scary part is when this 

information is used to support critical business processes 

like risk management that can have major implications to 

the organization’s future.

Without question, spreadsheets are a handy and powerful 

personal productivity tool.  But what starts out as 

relatively simple analysis can quickly grow into an 

exceptionally complicated application, requiring 

thousands of moving parts to accomplish what you need. 

The problem is that spreadsheets simply were not 

designed to handle the enormous amounts of data, 

intricate calculations or numerous users required by 

today’s risk management function. The decentralized 

nature of spreadsheets also makes it very difficult to 

manage risk across multiple business lines, functions, 

locations and carriers. And it’s almost impossible to see 

big-picture relationships or identify trends.

If you are hanging on to your spreadsheets because 

they’ve done a fine job so far, chances are, they aren’t 

working as well as you think. 

Here are ten questions to help you evaluate whether 

spreadsheets are the right tool for what you need now.

1. How much time is spent collecting 
information for renewals?

Risk management requires an enormous amount of 

information, from many different sources. Collecting this 

information often involves thousands of data points on 

dozens of spreadsheets. 

Each of those spreadsheets must be created from scratch, 

emailed to the right people for input and collected back in 

a timely manner – often accompanied by follow-up calls to 

gather more information or clarify what was submitted. 

The data then needs to be verified, formatted, 

consolidated and manually entered into the system.  

This entire process can take weeks or even months to 

complete. And it has to be repeated for every single 

renewal. 

COMPANIES CAN SPEND TWO TO THREE MONTHS 
COLLECTING, CHECKING AND FORMATTING VALUES 
IN PREPARATION FOR AN INSURANCE RENEWAL.|
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2. How accurate is your data?

Humans make mistakes. Even the most conscientious 

employee can make a critical error when manually 

entering data or configuring formulas. 

It’s one thing when a typo happens in a simple table of 

information, but quite another when a wrong keystroke  

is part of a hidden formula connected to a network of 

spreadsheets. A single faulty cell can infect every 

interlinked spreadsheet, generating an avalanche of 

misinformation. 

The sheer volume of data also means it’s almost 

impossible to uncover exactly where the mistake 

occurred. Invalid data that falls within the expected range 

can easily slip by undetected. An incorrect value from one 

cycle can have a lasting impact if it’s used to calculate 

values for subsequent years. 

3. Are formatting inconsistencies slowing 
down the process?

Almost anyone can create a spreadsheet without any 

special training. Users have free reign to design and 

format according to their own requirements and personal 

habits. With no systematic structure – and a wide range of 

user-design proficiency – every spreadsheet can end up 

being formatted differently. 

Reformatting spreadsheets into a consistent structure is 

time-consuming. Plus, every piece of data that has to be 

rekeyed or cut and pasted into another workbook opens 

the door to more errors. 

Others also may have trouble untangling information from 

user-defined functions, lengthy macros and other 

questionable formatting choices. And if the original 

creator isn’t around to explain the structure, the risk of 

misinterpreted information increases dramatically.

YOU MAY NOT REALIZE THERE’S A PROBLEM UNTIL 
SOMETHING GOES HORRIBLY WRONG.

4. Who is checking the accuracy of your 
spreadsheets?

Unlike structured applications controlled by the IT 

department, spreadsheets often have few, if any, controls 

in place to verify the accuracy of the contents. Users 

themselves are typically responsible for making sure 

everything is correct and working properly. 

The reality is that testing for accuracy often ends up falling 

through the cracks. Spreadsheet creators can be so 

confident in their abilities, they don’t see a need to 

double-check their work. Other users assume the owner is 

responsible. For its part, the IT department probably 

handed off testing responsibility the minute the program 

was installed. 

In this environment, it doesn’t take long for outdated 

assumptions, poor cutting and pasting, miscalculations 

and corrupted files to creep into a spreadsheet chain. If 

this information feeds into other data systems, the results 

can be disastrous. 

STUDIES SHOW THE HUMAN-ERROR RATE* TO BE ABOUT 
.5% FOR SIMPLE TASKS SUCH AS TYPING, UP TO 5% FOR 
MORE COMPLEX TASKS SUCH AS PROGRAMMING. |

*What We Know About Spreadsheet Errors. Raymond R. Panko. http://panko.shidler.hawaii.edu/SSR/Mypapers/whatknow.htm
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5. Are you using the right version? 

Thousands of spreadsheets might be getting passed 

around a large organization at any given time. Just 

keeping track of all those files, who they are with and 

where they need to go can be a challenge. It’s very  

easy for the wrong version to be accidentally used – 

especially when there are multiple users of the same 

spreadsheet. There is also the chance that two users 

 are making changes simultaneously, potentially  

undoing each other’s work. 

6. How secure is access?

Spreadsheets are designed to be easy to copy and share. 

Restrictions on who has access are notoriously difficult to 

impose on spreadsheets, which typically live outside of 

the tight controls of the IT department. 

Since any user can manipulate formulas and cell data,  

it’s almost impossible to prevent unauthorized changes. 

Changes aren’t usually documented or tracked, which 

makes it tricky to know who changed what or why. The 

only way to eliminate the risk of compromised integrity 

is to severely limit who can work with the spreadsheet – 

which isn’t always a practical solution.

Data tampering, however, isn’t the only risk associated 

with unauthorized access. Many spreadsheets include 

sensitive information. If that information falls into the 

wrong hands, you could be vulnerable to exploitation 

 by employees, markets, competitors or worse, with  

grave consequences. 

NINE IN TEN SPREADSHEETS AND ONE IN TEN 
FORMULA CELLS CONTAIN ERRORS. 

7. Are you making decisions without a 
clear view of the total picture?

Spreadsheets are great at giving a snapshot of information 

at a single point in time. But that isn’t much help if you’re 

trying to monitor ongoing performance and analyze 

relationships over time. And with data stored separately – 

by location, users, functions, etc. – spreadsheets make it 

almost impossible to visualize the relationships between 

critical risks or the cumulative impact on the organization. 

Spreadsheets also are unable to access real-time data. 

Working with outdated information undermines your 

ability to react quickly to changing conditions or make 

accurate decisions for the future. 
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8. Are you getting the reports you need 
when you need them?

Extracting relevant information – often by hand – from 

thousands of spreadsheets into meaningful reports is no 

easy task. When the right information is finally corralled 

into a report, chances are high that inconsistencies will 

surface, requiring still more time and effort to correct 

before a final report can be delivered.

That might be extra time you don’t have. Ever-increasing 

compliance requirements are turning up the pressure on 

companies to produce more reports, with greater 

accuracy, in less time. That’s a tall order in a spreadsheet 

environment.

9. What’s the true cost of using 
spreadsheets to manage risk?

Just because a spreadsheet program is already on your 

computer doesn’t mean it’s free. The true cost of a 

solution has to be measured in terms of the total 

operational cost to the organization over the long term. 

Using spreadsheets to manage business risks or comply 

with multiple regulations creates real costs that can 

significantly impact the business.

The most definable cost is labor. The time required to 

manually collect, input, validate, format and consolidate 

data can add up to a significant expense. And then there’s 

the cost of lost opportunity. Time spent ensuring 

spreadsheet information is correct is time that can’t be 

spent on strategic tasks that add long-term value. 

The lengthy data collection process also can cut into the 

time that brokers and underwriters have to perform their 

own analysis and prepare the best renewal.  

Shortchanging this process could result in insufficient 

insurance or excessive premiums. 

YOU CAN’T MAKE THE BEST FORWARD-THINKING 
DECISIONS USING BACKWARD-LOOKING DATA.

10. When is it time to consider an 
alternative solution?

Spreadsheets are a tool. Whether or not they are the right 

tool depends on the job.

Companies with limited numbers of locations, employees, 

assets and carriers might find spreadsheets to be the 

perfect tool for the job of managing risk. As a company 

grows, however, so do the risks – and the amount of data 

needed to effectively manage those risks. 

At some point, the risk of using spreadsheets becomes 

one of the biggest risks of all. Can you afford the loss of a 

property that was underinsured because of an incorrect 

formula? Will your company’s future suffer if precious 

assets are used to pay for excessive insurance coverage 

instead of investing in your core business?

The tool that has worked well in the past doesn’t 

necessarily mean it’s the right one for the future. Only  

you can decide when spreadsheet technology is no longer 

up to the job.
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Ready to learn how a Risk Management Information Systems (RMIS) can eliminate spreadsheet risk?
Please visit the link below to request a demo:  

MarshClearSight.com/request-a-demo/


